Internet Survey Security Form
If an investigator wishes to use an online survey company, please answer all of the following questions and attach to the HSRC application. 

Your name   

Study Title   

Name of Survey Company   

Survey Company Internet link   

1. Does the survey use https encryption? Is this an option that must be purchased?


2. If https is used, are there controls in place to prevent respondents from accidentally entering survey data via an http protocol rather than https (i.e., does the server display an error message or automatically re-route to an https page)?  Explain.



3. Do researchers have access to their data from the database via a username and password?



4. Does the company maintaining the survey database provide the researcher with written assurances that it will not improperly access or disclose the survey information? Please provide a copy of this assurance. 



5. Are the servers that the company uses located in a data center with physical security controls and environmental controls? Please provide a copy of the company’s security controls. 



6. Are the respondents' IP addresses masked from the researcher?



7. Can survey data be collected anonymously? 



[bookmark: _GoBack]To assure respondent privacy and confidentiality, answers to questions 1-5 must all be answered affirmatively.  If you are claiming that the surveys are anonymous, then questions 6-7 must also be answered “yes”.  Additional documentation may be requested by HSRC.
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