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Grant and Contract Accounting Office
National Defense Authorization Act (NDAA) Section 889 – Prohibition on Contracting with Entities Using Certain Telecommunications and Video Surveillance Services or Equipment
Background

Beginning in 2019, the John S. McCain National Defense Authorization Act (NDAA) introduced prohibitions on the use of equipment manufactured by a limited set of Chinese manufacturers (https://www.congress.gov/115/bills/hr5515/BILLS-115hr5515enr.pdf) . Section 889 of NDAA prohibits the federal government, government contractors, and grant and loan recipients from procuring or using certain “covered telecommunication equipment or services” that are produced by Huawei, ZTE, Hytera, Hikvision, and Dahua and their subsidiaries as a “substantial or essential component of any system, or as critical technology as part of any system.”
Specifically, Sec. 889 has two specific phases of prohibition:

Sec. 889(a)(1)(A) required the federal government, as of August 13, 2019, to not “procure or obtain or extend or renew a contract to procure or obtain any equipment, system, or service that uses covered telecommunication equipment or services as a substantial or essential component of any system, or as critical technology as part of any system.”

Sec. 889(a)(1)(B), which went into effect on August 13, 2020, prohibits the federal government from entering into or extending or renewing contracts with any entity that “uses any equipment, system, or service that uses covered telecommunication equipment or services as a substantial or essential component of any system, or as critical technology as part of any system.”
Compliance and its Effect on Funding
Any organization acting as a contractor for any federal agency must comply with this prohibition to receive any funding from the federal government. 

Section 889 prohibits government contractors from using these prohibited items or services, regardless of whether they are utilized in the performance of work under a federal contract. This prohibition applies to the entire Central Washington University enterprise.
Annual Compliance Certification
CWU is required to annually certify to the federal government through www.sam.gov whether CWU is utilizing covered telecommunications equipment or services. This annual certification allows CWU to avoid making representations on an offer-by-offer basis as would be otherwise required by federal regulations. 
Covered Services and Equipment
The NDAA covers the following services and/or equipment: Backhaul, Covered Telecommunications Equipment or Services, Critical Technology, Interconnection Arrangements, Reasonable Inquiry, Roaming, and Substantial or Essential Component as defined in FAR 52.204-24 Representation Regarding Certain Telecommunications and Video Surveillance Services or Equipment (https://www.acquisition.gov/far/52.204-24). 
Backhaul - means intermediate links between the core network, or backbone network, and the small subnetworks at the edge of the network (e.g., connecting cell phones/towers to the core telephone network). Backhaul can be wireless (e.g., microwave) or wired (e.g., fiber optic, coaxial cable, Ethernet).

Covered telecommunications equipment or services means – 

(1) Telecommunications equipment produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate of such entities);

(2) For the purpose of public safety, security of Government facilities, physical security surveillance of critical infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company (or any subsidiary or affiliate of such entities);

(3) Telecommunications or video surveillance services provided by such entities or using such equipment; or

(4) Telecommunications or video surveillance equipment or services produced or provided by an entity that the Secretary of Defense, in consultation with the Director of National Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the government of a covered foreign country.
Critical technology means -  

(1) Defense articles or defense services included on the United States Munitions List set forth in the International Traffic in Arms Regulations under subchapter M of chapter I of title 22, Code of Federal Regulations;

(2) Items included on the Commerce Control List set forth in Supplement No. 1 to part 774 of the Export Administration Regulations under subchapter C of chapter VII of title 15, Code of Federal Regulations, and controlled-

(i) Pursuant to multilateral regimes, including for reasons relating to national security, chemical and biological weapons proliferation, nuclear nonproliferation, or missile technology; or

(ii) For reasons relating to regional stability or surreptitious listening;

(3) Specially designed and prepared nuclear equipment, parts and components, materials, software, and technology covered by part 810 of title 10, Code of Federal Regulations (relating to assistance to foreign atomic energy activities);

(4) Nuclear facilities, equipment, and material covered by part 110 of title 10, Code of Federal Regulations (relating to export and import of nuclear equipment and material);

(5) Select agents and toxins covered by part 331 of title 7, Code of Federal Regulations, part 121 of title 9 of such Code, or part 73 of title 42 of such Code; or

(6) Emerging and foundational technologies controlled pursuant to section 1758 of the Export Control Reform Act of 2018 (50 U.S.C. 4817)
Interconnection arrangements - means arrangements governing the physical connection of two or more networks to allow the use of another's network to hand off traffic where it is ultimately delivered (e.g., connection of a customer of telephone provider A to a customer of telephone company B) or sharing data and other information resources.

Reasonable inquiry - means an inquiry designed to uncover any information in the entity's possession about the identity of the producer or provider of covered telecommunications equipment or services used by the entity that excludes the need to include an internal or third-party audit.

Roaming - means cellular communications services (e.g., voice, video, data) received from a visited network when unable to connect to the facilities of the home network either because signal coverage is too weak or because traffic is too high.
Additionally, this prohibition extends to the use of cell phones manufactured by the prohibited vendors for university business. This is primarily significant for staff members using Huawei phones. These items may not be utilized for university business.

Prohibited Manufacturers

Section 889 of the John S. McCain National Defense Authorization Act prohibits government contractors from providing the federal government with telecommunications or video surveillance equipment, systems, or services (or an essential component thereof) produced or provided by five Chinese companies (Huawei, ZTE, Hytera, Hikvision, and Dahua) and their subsidiaries and affiliates. The federal government adds companies to the prohibited list on a continuing basis. Please consider the below list of prohibited Chinese companies and their subsidiaries as provisional as the list may be over/under inclusive in some respects. CWU personnel are responsible, at the time of equipment purchase, to refer to the list and ensure the manufacturer is not being utilized. 
Huawei Technologies Company
Source: Business databases, Huawei Investment & Holding Co., Ltd., 2017 Annual Report

· Amartus, SDN Software Technology and Team

· Beijing Huawei Digital Technologies, Co. Ltd.

· Caliopa NV

· Centre for Integrated Photonics Ltd.

· Chinasoft International Technology Services Ltd.

· FutureWei Technologies, Inc.

· HexaTier Ltd.

· HiSilicon Optoelectronics Co., Ltd.

· Huawei Device Co., Ltd.

· Huawei Device (Dongguan) Co., Ltd.

· Huawei Device (Hong Kong) Co., Ltd.

· Huawei Enterprise USA, Inc.

· Huawei Global Finance (UK) Ltd.

· Huawei International Co. Ltd.

· Huawei Machine Co., Ltd.

· Huawei Marine

· Huawei North America

· Huawei Software Technologies, Co., Ltd.

· Huawei Symantec Technologies Co., Ltd.

· Huawei Tech Investment Co., Ltd.

· Huawei Technical Service Co. Ltd.

· Huawei Technologies Cooperative U.A.

· Huawei Technologies Germany GmbH

· Huawei Technologies Japan K.K.

· Huawei Technologies South Africa Pty Ltd.

· Huawei Technologies (Thailand) Co.

· iSoftStone Technology Service Co., Ltd.

· JV “Broadband Solutions” LLC

· M4S N.V.

· Proven Honor Capital Limited

· PT Huawei Tech Investment

· Shanghai Huawei Technologies Co., Ltd.

· TD Tech

· Tianwen Digital Media Technology (Beijing) Co., Ltd.

· Toga Networks Ltd

ZTE Corporation
Sources: Business databases, ZTE Corporation 2017 Annual Report
· Anhui Wantong Information Systems Integration Company, Limited

· Bestel Communications Ltd.

· CASIC Shenzhen (Group) Company, Limited

· Chengdu Zhongxing Software Company, Limited

· Chengdu ZTE Software Company Limited

· Enablence Technologies Inc.

· Guangdong New Pivot Technology & Service Company Limited

· Hengyang ICT Real Estate Co., Ltd.

· Huanggang Education Valley Investment Holdings Co., Ltd.

· Intlive Technologies (Private) Ltd.

· Jiaxing Xinghe Capital Management Company Limited

· Kaznurtel LLC

· Kron Telekomunikasyon Hizmetleri A.S.

· Laxense, Inc.

· Nanjing Piaoxun Network Technology Co., Ltd.

· Nationz Technologies, Inc.New Idea Investment Pte. Ltd.

· Ningbo Zhongxing Technology Co., Ltd. Yunxiang

· Nubia Technology Ltd.

· OOO ZTE Russia Co., Limited

· Pengzhong Xingsheng

· Pt ZTE Indonesia

· Puxing Mobil Tech Company Ltd.

· S.C. First Project SA

· Shanghai Xingfei Science and Technology Company, Limited

· Shanghai Zhongxing Communication Co., Ltd.

· Shanghai Zhongxing Qunli Information Technology Ltd.

· Shanghai Zhongxing Telecom Equipment Technology & Service Company Limited

· Shanghai Zte Technologies Co., Ltd.

· Shenzhen Capital Group Co., Ltd.

· Shenzhen Changfei Investment Company Limited

· Shenzhen Force Science and Technology Co., Ltd.

· Shenzhen Smart Electronics Ltd.

· Shenzhen Weigao Semi-Conductor Technology Co., Ltd.

· Shenzhen Zhongxing Hetai Hotel Investment and Management Co., Ltd.

· Shenzhen Zhongxing ICT Company Limited

· Shenzhen Zhongxing Microelectronic Technology Company Limited

· Shenzhen Zhongxing Software Co., Ltd.

· Shenzhen Zhongxing Telecom Technology & Services Co., Ltd.

· Shenzhen Zhongxing Xinyu FPC Company Limited

· Shenzhen ZTE Kangxun Telecom Co., Ltd.

· Shenzen ZTE Hetai Hotel Investment Management Ltd.

· Sizhuo Zhongxing Hangzhou Technology Ltd.

· Telecom Innovations

· Wuxi Kaier Technology Co., Ltd.

· Wuxi Zhongxing Optoelectronics Technologies Company Limited

· Xi’an Zhongxing New Software Company Limited

· Xian Zte Jingcheng Communication Company, Limited

· Xingtian Communication Technology Tianjin Co., Ltd.

· Yangzhou Zhongxing Mobile Telecom Equipment Co. Ltd.

· Zhongxing Software Company Limited

· Zhuhai Guangtong Automobile Co., Ltd

· ZTE 9 (Wuxi) Co., Ltd.

· Zte (Australia) Pty Ltd.

· Zte Canada Inc.

· ZTE Cooperatief U.A.

· ZTE Corporation South Africa (PTY) Limited

· Zte Czech, S.R.O.

· ZTE Do Brasil Ltda.

· ZTE Energy Co., Ltd.

· ZTE Energy (Tianjin) Company Limited

· ZTE France SASU

· ZTE Ghana Limited

· Zte Group

· ZTE Group Finance Co., Ltd.

· ZTE (Hangzhou) Company Limited

· ZTE (Hong Kong) Ltd.

· Zte Hrvatska D.O.O.

· ZTE India R&D Center Private Limited

· ZTE International Investment Co., Ltd.

· ZTE Italy, S.r.l.ZTE Kangxun Telecom Company Limited

· ZTE Malaysia Corporation SDN. BHD.

· ZTE Mauritius Ltd.

· ZTE Microelectronics Technology Co., Ltd.

· ZTE Mobile Tech Company Limited

· ZTE Netherlands B.V.

· Zte Nigeria Investment LTD.

· Zte Norway As

· Zte Portugal Projectos De Telecommunicacoes, Unipessoal, Lda

· Zte Romania Srl

· ZTE Service Deutschland GmbH

· Zte Singapore Pte. Ltd.

· ZTE Software Technology (Nanchang) Co.

· ZTEsoft Technology Company Limited

· ZTE Supply Chain Co., Ltd

· ZTE Sweden Ab

· ZTE Technology & Service Company Limited

· ZTE Telecom India Private Limited Company Limited

· ZTE (Thailand) CO., Ltd

· ZTE Ukraine LLC

· ZTE (USA) Inc.

Hytera Communications Corporation

· Dongguan Hytera Communications Co., Ltd.

· Harbin Hytera Technology Ltd.

· Hebi Tianhai Electronic Information System Co., Ltd.

· Hebi Xinyuan Electronic Co., Ltd. (listed as indirect subsidiary)

· HYT

· HYT North America, Inc.

· Hytera America, Inc.

· Hytera Mobilfunk GmbH

· Hytera Communications (Australia) Pty Ltd

· Hytera Communications (Hong Kong) Company Limited

· Hytera Communications (UK) Co., Ltd.

· Hytera Comunicacoes do Brasil Ltda

· Hytera Mobilfunk GmbH

· Hytera Project Corp.

· Hytera Technology (Hong Kong) Company Limited

· Nanjing Hytera Software Technology Co., Ltd.

· Nanjing Zhouda Communications Technology Co., Ltd.

· Norsat International Inc.

· Sepura plc

· Shenzhen Anzhijie Science & Technology Co., Ltd.

· Shenzhen Haitianlang Science & Technology Co., Ltd.

· Shenzhen Hytera Communications Co., Ltd.

· Shenzhen Hytera Financial Leasing Co., Ltd.

· Shenzhen Hytera Technology Services Co., Ltd.

· Shenzhen Sea Technology Co., Ltd. tannoy

· Shenzhen SEG Communication Co., Ltd.

· Shenzhen Yunliantong Communication Service Co., Ltd.

· Sinclair

· Teltronic

· Tianjin Hytera Information Technology Co., Ltd.

Hangzhou Hikvision Digital Technology Company

· Beijing Bangnuo Storage Technology Co., Ltd.

· Beijing Hikvision Security Technical Services Ltd.

· CETC Finance Co., Ltd. (listed as pending)

· Chongqing Haikang Technology Co., Ltd.

· Chongqing Haikang Weishi System Technology Ltd.

· Chongqing Hikvision System Technology Co., Ltd.

· Cooperative Hikvision Europea U.A.

· Ezviv

· Fuyang HaiKang Baotai Security Technology Services Ltd.

· Hikvision Australia

· Hikvision Canada

· Hikvision do Brasil Comecio de Equipamentos de Seguranca

· Hikvision Europe

· Hikvision France

· Hikvision FZE

· Hikvision Korea

· Hikvision International

· Hikvision Italy

· Hikvision Poland

· Hikvision Singapore

· Hikvision South Africa

· Hikvision Spain

· Hikvision UK

· Hikvision USA

· Hangzhou Ezviz Network Co., Ltd.

· Hangzhou Haikang Weishi Technology Co., Ltd.

· Hangzhou Hikrobot Technology Co., Ltd. (listed as pending)

· Hangzhou Hikvision Security Equipment Leasing Services Ltd.

· Hangzhou Hikvision System Technology Ltd. (listed as pending)

· HDT International

· OOO Hikvision

· Prama Hikvision India Private Limited

· Secure Holdings Limited

· Shanghai Gaodwei Intelligence Traffic System Ltd.

· Wuhan Hikvision System Technology Co., Ltd.

· ZAO Hikvision

Currently identified subsidiaries/affiliates of Hytera Communications Corporation, Hangzhou Technology Company, or Dahua Technology Company
· Dahua Europe B.V.

· Dahua India

· Dahua Technology Australia PTY LTD

· Dahua Technology Brasil Participacoes LTDA

· Dahua Technology Colombia S A S

· Dahua Technology (Hong Kong) Co., Ltd.

· Dahua Technology Mexico S.A. de C.V.

· Dahua Technology Middle East FZE

· Dahua Technology Peru S.A.C.

· Dahua Technology Poland

· Dahua Technology Rus, LLC

· Dahua Technology Singapore PTE. LTD.

· Dahua Technology South Africa Proprietary Limited

· Dahua Technology USA Inc.

· DH Chile SpA

· Hangzhou Huacheng Network (or Internet) Technology Co., Ltd.

· Hangzhou Tanmu Technology Co., Ltd.

· Hangzhou Tecomore Technology Co., Ltd.

· Hangzhou Xiaohua Technology Co., Ltd.

· Guangxi Dahua Information Technology Co., Ltd.

· Guangxi Dahua Security Service Co., Ltd.

· Guangxi Dahua Video Technology Co., Ltd.

· Guangxi Dahua Zhicheng Co., Ltd.

· Guangxi Dahua Zongzhi Technology Co., Ltd.

· Shanxi Dahua Tianrun Technology Co., Ltd.

· Wuxi Dahua Ruide (or Ryder) Electronic Technology Co., Ltd.

· Zhejiang Dahua Anfang Internet Operation Service Co., Ltd.

· Zhejiang Dahua Chi Network Technology Ltd.

· Zhejiang Dahua Investment Management Co., Ltd.

· Zhejiang Dahua Juan Technology Co., Ltd.

· Zhejiang Dahua Network Operations Security Services Co., Ltd.

· Zhejiang Dahua Science and Technology Co., Ltd.

· Zhejiang Dahua Security Service Co., Ltd.

· Zhejiang Dahua System Engineering Co., Ltd.

· Zhejiang Dahua Technology Co., Ltd.

· Zhejiang Dahua Zhilian Co., Ltd.

· Zhejiang Hongrui Communication Technology Co., Ltd.

· Zhejian HuaRay Technology Co., Ltd.

· Zhejiang Huarui Science and Technology Co., Ltd. (listed as pending)

· Zhejiang Huatu Weixin Technology Co., Ltd.
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