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Introduction

Why Precise Mail? Precise Mall is a web-based program which allows faculty
and staff to interact with mail at the gateway before it
enters our network & GroupWise mail system.

This only applies to external (non-CWU) e-mail. There will
be no change in how internal (CWU mail) is processed.

Precise Mail provides options for setting spam tolerances,
establishing rules, setting up allow and block lists, and
viewing e-mail in separate quarantine and discard folders.

What You Need To When Precise Malil is initially rolled out to campus users,

Do about the only change that may be noticed is a slight
increase in the amount of [SPAM] tagged e-mail. If users
are satisfied with the way their e-mail is being processed,
there is no need to do anything.

If users want to adjust their settings so that more or less
external (non-CWU) e-mail makes it to their GroupWise
account, they will need to login to Precise Mail and
change the Spam Thresholds for Quarantine and/or
Discard (instructions below).

If users are expecting a certain e-mail and it hasn't arrived
in their GroupWise mailbox, they'll be able to go to
Precise Mail and check their Quarantine and/or Discard
folders (the Quarantine folder will only have items in it if
the Quarantine Threshold has been adjusted -
instructions provided below).

Spam Ratings All incoming e-mail goes through a series of tests (internal
CWU mail not included). Precise Mail looks for things like:

Subject is just-cammono, wi
Body HTML has useless font tags.

Asks you to visit their site.

Message appears to try to sell you software.

Each of these has a point level and at the end the points
are added up for the total spam score. The higher the
score, the more likely the message is spam.
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Prior to the rollout of Precise Mail access to users, the
default settings were at the following:

e Less than 3.5 went straight to GroupWise.

e Between 3.5 and 22.5 got tagged with [SPAM] in
the Subject line but the mail was still delivered.

e Above 22.5 was put into a network holding area for
14 days and only released if the user contacted
ITS and asked for it.

After the rollout of Precise Mail access to users, everyone
will be able to adjust their own settings, including a new
"Quarantine" setting. They'll be able to check their
Quarantine and Discard areas and release their own
messages. There will no longer be a need to contact ITS
for any Al ost 0 mMessages.

Logging In You can get to Precise Mail through the Wildcat
Connection.

8 Go to the CWU home page at www.cwu.edu

8 Click on Wildcat Connection.

8 Log in with your Wildcat username and password
(same as you would for GroupWise or any campus
PC).

The link to the SPAM Gateway will be on the left
navigation menu.
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The Start Page

Clicking on the SPAM Gateway link on the left will
automatically provide access to Precise Malil.

The following page appears.

February 10, 2009

Page 3



{2 PreciseMail Anti-Spam Gateway Personal Start Page - Windows Internet Explorar

ey _-‘iﬁﬁh:y;m.tts.zw.m“ruﬁmqmm.ue Vu_ 4% [Live Search \' £ -
Fle Edk Wiew Favoeites Tools Help
S — o 3 \ »
U7 Y| 4 Prechetial dnt-Spom Gotenoy Persand Start Poge | [ £ v B - @ v [Brpage - £ Tooks
~

Dor -
PRECISEMAIL PERSONAL START PAGE

\‘y - A s
ANTI-SPAM GATEWAY . gladenk@cwu.edu
PMAS V3141 - M7, cw EOU 11-DEC-2008 05:37:37.49
{,-P.'._.f',", ) View Quarantined Messages ---- Search Quarantined Messages
L_‘&“’\\ View Discarded Messages ---- Search Discarded Messages
= =
W= .
oo Create, Update, or Review Your Allow List

Create, Update, or Review Your Block List

Create, Update, or Review Your User-Defined allow/8Block Rules

Set Your Preferences

Logout

PMNAS V3145 « ENMQU .cou. E0U « 11.D2C. 2008 05:37:37.4% hd
€ internet H100% v

Use this page to navigate to the various areas of Precise
Mail or to Logout. All other pages have links back to this
Start Page.
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Quarantined Messages

The Quarantined Initially your Quarantine and Discard thresholds will be set
Screen the same at 35. If you change your Quarantine threshold
(see how to in Preferences section below) to say 10, then
any e-mail you get with a score over 10 but below 35
will go to your Quarantine folder. E-mail will stay there for
14 days. Precise Mail will send you a daily notice of all
new messages put in Quarantine.

If you want to see what messages you have in your
Quarantine area,

8 Click on View Quarantined Messages from the Start
Page,

The following screen appears.

e PreciseMail Anti-Spam Gateway Quarantined Messages - Windows Internet Explorer
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Navigation links at the top will take you back to the Start
Page, to the Discard page, to the Allowlist, to the
Blocklist, to the Rulelist page, to the Preferences page,
and even a link to Logout of Precise Malil.

Messages in your Quarantine will display at the bottom of
the screen. Youodol!l be abl e
From, the Subject of the message and the Date it was
received on. Note also the Score column on the far right.
The higher the number in the Score field, the more likely
the message is spam.

Display A Different Above the navigation links is an area for Show
Day messages quarantined on and a date drop-down menu.

8 Click on the drop-down arrow to choose a different
date and then click Go.

The current date is the default value.

Searching There is a Search box in the upper left of the screen
where you can enter criteria to search for e-mail From a
certain person or with a certain Subject line.

For example, if you are looking for an e-mail from a
certain person,

8 Type in their e-mail address (all or in part) then click
the Go button.

E-mail matching the search will display in the bottom of
the window. All other e-mail will be temporarily hidden.

To cl ear t he search andnailbr i

8 Delete the contents of the Search field and then click
Go.

Preview Message You can preview the contents of any of the messages in
your Quarantine by clicking on the hyperlink in the
Subiject field.

A Close option will appear in the upper right of the screen
that you can use when you are done previewing the
message.
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Send To
GroupWise

Deleting, Blocking,
Allowing

If you see a message in the Quarantine list that you want
sent to your GroupWise mailbox,

8 Click in the box next to the message you want sent.

A check mark appears in the box to indicate you have
selected it.

8 Click on the Release button.

A screen will appear letting you know the message you
selected has been sent to GroupWise. It will also ask you
if you want to put the sender of that message on your
Allowlist so it will just pass through next time and not get
guarantined.

Tip: You can select more than one message at a time to
be firel eased. 0

All Quarantined messages will be automatically deleted
after 14 days but if you see a message in the Quarantine
list that you want to delete right away,

8 Click in the box next to the message you want to
delete.

A check mark appears in the box to indicate you have
selected it.

8 Click on the Delete button.

A screen will appear letting you know the message you
selected has been deleted.

Tip: You can select more than one message at a time to
be fidel eted. 0

If you want to add any of the addresses of the senders of
the messages to your Allowlist or Blocklist, simply select
the messages as you would for deletion but then select
either Allow or Block instead of Delete. A message will
appear to let you know the sender has been added to
whichever list you chose (Allow or Block). See below for
more on using your Allowlist and Blocklist.
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Discarded Messages

The Discard Screen Initially your Quarantine and Discard thresholds will both
be set the same at 35. You will not be able to set it above
35, however ITS may gradually increase this limit in the
future if necessary.

If you change your Discard threshold (see how to in
Preferences section below) to say 20, then any e-mail you
get with a score over 20 will go to your Discard folder. E-
mail will stay there for 14 days. Precise Mail will NOT
send you any notices of messages put in Discard.

If you want to see what messages you have in your
discard area,

8 Click on View Discarded Messages from the Start
Page,

The following screen appears.
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{2 PreciseMail Anti-Spam Gateway Discarded Messages - Windows Internet Explorer
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Navigation links at the top will take you back to the Start
Page, to the Quarantine page, to the Allowlist, to the
Blocklist, to the Rulelist, to the Preferences page, and

even a link to Logout of Precise Mail.

Messages in your Discard will display at the bottom of the
abl e From,
the Subject of the message and the Date it was received

screen. Youol | be

on. Note also the Score column on the f

ar right. The

higher the number in the Score field, the more likely the

message is spam.

Display A Different Above the navigation links is an area for

Show

Day messages discarded on and a date drop-down menu.

8 Click on the drop-down arrow to choose a different

date and then click Go.

The current date is the default value.
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Searching There is a Search box in the upper left of the screen
where you can enter criteria to search for e-mail From a
certain person or with a certain Subject line.

For example, if you are looking for an e-mail from a
certain person,

8 Type in their e-mail address (all or in part) then click
the Go button.

E-mail matching the search will display in the bottom of
the window. All other e-mail will be temporarily hidden.

To cl ear the search andnailbr i

8 Delete the contents of the Search field and then click
Go.

Preview Message You can preview the contents of any of the messages in
your discard by clicking on the hyperlink in the Subject
field.

A Close option will appear in the upper right of the screen
that you can use when you are done previewing the

message.
Send To If you see a message in the Discard list that you want
GroupWise sent to your GroupWise mailbox,

8 Click in the box next to the message you want sent.

A check mark appears in the box to indicate you have
selected it.

8 Click on the Release button.

A screen will appear letting you know the message you
selected has been sent to GroupWise. It will also ask you
if you want to put the sender of that message on your
Allowlist so it will just pass through next time and not get
discarded.

Tip: You can select more than one message at a time to
be firel eased. 0
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Deleting, Blocking, All Discarded messages will be automatically deleted
Allowing after 14 days but if you see a message in the Discard list
that you want to delete right away,

8 Click in the box next to the message you want to
delete.

A check mark appears in the box to indicate you have
selected it.

8 Click on the Delete button.

A screen will appear letting you know the message you
selected has been deleted.

Tip: You can select more than one message at a time to
be Adel eted. o

If you want to add any of the addresses of the senders of
the messages to your Allowlist or Blocklist, simply select
the messages as you would for deletion but then select
either Allow or Block instead of Delete. A message will
appear to let you know the sender has been added to
whichever list you chose (Allow or Block). See below for
more on using your Allowlist and Blockilist.
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Create, Update Or Review Your Allow List

The Allow List
Screen

If you click on Allowlist from the Start Page or from any
of the other pages, the following screen appears.

(= PreciseMail Anti-Spam Gateway Allow - Windows Internet Explorer
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G @i asonesisamsiossisinia.en _ |6l X uve Search 124
Fle Edt View Favoetes Took Hep
o o & - s - Gask - 7
~
Dnr :
i RECISEIVIAIL
A S G ALLOW ENTRIES
- / A
NTI-oPAM GATEWAY ‘ gladenk@cwu.edu
FNAS VI 1T - DV S R0 15-00C-2008 10330005
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Start Page Blocklist Rudelist Quarantine Preferences Logout
All messages from an allowed user or domain will bypass the anti-spam filter. To allow a specific sender, add the email
address (smith@example.com, for example) to the list below. Click hare for examples of how to use wildcards to allow
domains.
New address or domain: Optional description:
\' [As]
Allow Entries:
Sort by domain | Sort by user
[@amazoncom ]
\kgladen@hotmail.com
Delete All
Export to CSV.
| SavecChanges | |[ Cancel |
BNAL V3141 - ENANT O LU - 15.080. 2008 10050808 vy
& Internet R00% v .

Navigation links at the top will take you back to the Start
Page, to the Blocklist, to the Rulelist, to Quarantine,
to the Preferences area, and even a link to Logout of
Precise Malil.
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Allow Addresses If you want to make sure e-mail from a certain contact
always makes it to your GroupWise account without
being scored for spam,

8 Type in the e-mail address of your contact in the
New address or domain field

8 Click the Add button.

The e-mail address appears in the Allow Entries list
below.

8 Click on the Save Changes button.

Important: You must click on the Save Changes button
after youobve a Otiezwdse that entaydvid r
NOT get added to your Allowlist.

Allow Domains You can add domains to your Allowlist so that all e-mail
from that domain (i.e. e-mails from everyone who has a
hotmail account) will always make it to your GroupWise
account without being scored for spam,

In the New address or domain field

8 Type in the wildcard character * followed by the rest
of the domain.

For example, to allow all e-mail from the hotmail
domain, you would type in *@hotmail.com in the field.

8 Click the Add button.

The domain name appears in the Allow Entries list
below.

8 Click on the Save Changes button.
Important: You must click on the Save Changes button

after youbve added an addr
that entry will NOT get added to your Allowlist.
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If youdecideyoudondt want a ooyurt a
Allowlist anymore,

8 Click on the contact name in the Allow Entries list.
8 Click on the Delete button.

8 Click on the Save Changes button to make the
changes permanent.

Note: You can also click on the Delete All button to
clear all entries on the list.
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Create, Update Or Review Your Block List

The Block List
Screen

If you click on Blocklist from the Start Page or from any
of the other pages, the following screen appears.

= PreciseMail Anti-Spam Gateway Block - Windows Internet Explorer
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Start Page Allowlist Rulelist Quarantine Preferences Logout
all messages from a blocked user or domain will be thrown away by the anti-spam filter. To block a specific sender,
add the email address (smith@example.com, for example) to the list below. Click hara for examples of how to use
witdcards to block domains.
New address or domain: Optional description:
I | |[Agd]
Block Entries:
Sort by domain | Sort by user
“@blueelephantcom
qijn@boxdies.com
Delete
Delete All
Export to CSV.
| SaveChanges | [ Cancel|
ENAS V3,19 - ST CwUL B0 - 15-D8C.2008 108N EN2T v
focos € Internet BIOT% v

Navigation links at the top will take you back to the Start
Page, to the Allowlist, to the Rulelist, to the
Quarantine, to the Preferences area, and even a link
to Logout of Precise Mail.
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Block Addresses If you want to make sure you NEVER see e-mail from a
certain contact,

8 Type in the e-mail address of the contact in the New
address or domain field

8 Click the Add button.

The e-mail address appears in the Block Entries list
below.

8 Click on the Save Changes button.

Important: You must click on the Save Changes button
after youbve added an addr
that entry will NOT get added to your Blocklist and you
will continue to receive e-mails from that address.

Block Domains You can add domains to your Blocklists o t hat
NEVER see any e-mails from that domain (i.e. e-mails
from everyone who has a hotmail account).

In the New address or domain field

8 Type in the wildcard character * followed by the rest
of the domain.

For example, to block all e-mail from the hotmail
domain, you would type in *@hotmail.com in the field.

8 Click the Add button.

A warning message about blocking domains
appears.

8 Click OK.

The domain name appears in the Block Entries list
below.

8 Click on the Save Changes button.

Important: You must click on the Save Changes button
after youbve added an addr
that entry will NOT get added to your Blocklist and you
will continue to receive e-mails from that domain.
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AUNBI oc ko |l f you decide you dondét wa
on your Blocklist anymore (i.e. allow e-mails through
again),

8 Click on the contact domain name in the Block
Entries list.

8 Click on the Delete button.

8 Click on the Save Changes button to make the
changes permanent.

Note: You can also click on the Delete All button to
clear all entries on the list.
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The Rulelist

More Power To You Rulesin Precise Mail is an advanced feature that is
somewhat similar to Rules in GroupWise. It gives you
more control over how e-mail is filtered through Precise
Mail.

You can add addresses and domains to your Allowlist and
Blocklist but with rules, you can also set it up so spam with
certain subject lines or even specific body text goes into a
folder of your choice (i.e. Allowlist, Discard list, etc.).

The Basics There are four fields to fill out when setting up a rule.

First you must choose what Action will occur once the
event is triggered (i.e. an e-mail is received). This differs
from GroupWise rules where you choose what the trigger
Is first (i.e. an incoming e-mail or the opening of a folder).
Your choices for Actions are Allow, Block, Quarantine,
Score, Discard, or Reject.

The second field to fill out is where you are going to have
Precise Mail look (what Object) such as the subject line or
the body text of a message.

The third field has conditional phrases you can use such
as contains, or matches.

The last field (Rule) is where you type in the text that must
meet the conditions from the previous field.

So basically once a message
rule to do something (the Action) after it looks at a specific
location (the Object) with text meeting certain conditions
(the third and fourth fields were switched around in this
sentence for easier reading).

An Example Ever notice how some spam seems to come in waves?
For example, you may get several e-mails over several
days that seem to come from different people but they all
have the same exact subject line. Using rules in Precise
Mail, you can stop these from ever getting to your
GroupWise mail.

The following is an example of how to Discard e-mail
containing a Subject line you know is a spam message.
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Note: you could also Block these messages but putting
them into your Discard list lets you check to make sure
your rule is working.

8 Log into Precise Mail.

8 Click on Create, Update, or Review Your User-
Defined Allow/Block Rules from the Start page.

8 In the first field of the Rulelist page, select the Discard
option.

8 Inthe Object field, select the Subject option.

8 Inthe Verb field, select the is option (this is to ensure it
matches the text exactly soyoudon 6t i nadve
out a legitimate message).

8 Inthe Rule field, type in the Subject line exactly as it
appears in the spam messages you are receiving line
such as Rolex watches cheep! (spammers will often
have misspellings in their messages).

8 Click the Add button.

The rule is added to the pane below.

8 Click the Save Changes button.

An example screen would look like the following

{2 PreciseMail Anti-Spam Galeway User Rules - Windows Internat Explorer
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You can allow, block, and quarantine messages that match
certain rules using the form below, All tests are case-insensitive,
Click here for more information and examples of how to use wildcards.
Action Object Verb Rule

discard v/ | Subject v/ [containswordjphrase v [Rolexwatches cheep! |[Add

€ mternst #100% v
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Set Your Preferences

Preferences Screen If you click on Preferences from the Start Page or from
any of the other pages, the following screen appears.

Side navigation links on this page will take you to
Quarantine View, Spam Thresholds and Return to
start page.

Quarantine View 8 Click on the Quarantine View button on the left side.

The following screen appears.
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