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Course Description: Examination of information technology security and privacy issues in the context of
the law and ethics. Prerequisite: Junior standing

Course Objective: This course prepares student to recognize, analyze, and deal with information
technology security and privacy issues in a legal and ethical context.

Course Topics:

Introduction to Security, Privacy, and Ethics
Internet Security, Privacy, and Ethics
Cyber Controls, Privacy and Ethics

Free Speech, Privacy and Ethics

Network Security, Privacy, and Ethics
Enterprise Security, Privacy and Ethics

Learner Outcomes:

Learner Outcomes Assessment
Identify and recall key information technology security, privacy Graded quizzes, exam and
and legal terminology and concepts. assignments
Identify and describe information technology organizational Graded quizzes, exam and
security structure and security issues. assignments
Review and analysis of legal and ethical issues related to Graded assignments and opinion
information technology security and privacy. paper.
Formulate reasoned opinions regarding Information Graded assignments and opinion
Technology security and privacy based on legal precedents. paper.

Instructional Methods and Activities:
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Lecture, Web-based materials, including lectures, group participation and quizzes, Case Study analysis,
Internet research



