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Purpose 
The purpose of this document is to provide clear policy, procedure, and guidance about operating the 
digital forensics service based on industry standards and best practices. 

Definitions 
Personal Device  
A computer, laptop, tablet, or other piece of technology an individual owns. 

University device  
A computer, laptop, tablet, or other piece of technology provided to individual by the university. 

Media 
Hard drives, jump drives, CD-ROM, SD cards, etc. A comprehensive list can be found in Appendix B. 

Data  
Digital information 

Evidence 
From a legal perspective, evidence is used to describe items that are admitted into a court case by a 
judge. However, the term evidence is widely used in a much broader sense, and this publication uses the 
less restrictive definition of evidence to include the media, and data collected and used during an 
investigation. 

Roles and Responsibilities 
All parties involved in a case must operate under the assumption that the evidence and case could come 
under legal scrutiny which means everyone must always follow process, document any deviations from 
process, and preserve all evidence. 

Lead Investigator 
Conducts forensic analysis and ensures proper procedure is followed.  

Investigator 
Conducts forensic analysis under the supervisor and review of the lead investigator. 

CISO\Chief Information Security Officer

Supporting forensic capabilities, reviewing and approving forensic policy, and approving certain forensic 
actions. 

Law Enforcement 
Handles all cases involving criminal activity. 

Service 
Service Overview 
Information Security Services (ISS) will provide the university with a digital forensics service for 
investigations involving university owned devices. ISS will provide detailed analysis and report to the 
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requestor, so the requestor can make an educated decision about if further investigation from a third-
party should take place.  

Current capabilities allow ISS to perform investigations on Windows devices only. 

ISS will not conduct investigations on personal devices.  

Service Types 
Forensics Examination 
ISS will conduct a forensic investigation gathering relevant data from university owned devices and 
systems to provide detailed analysis of the information found on the device. This service requires a 
detailed timeline of events, in-depth analysis of a device, and robust report.  

*All requests that involve physical evidence shall be treated as a forensic examination

Request for Information 
ISS will facilitate the gathering of information from different data sources such as email and university 
owned devices and then provide that data to the requestor to perform analysis. 

Disclaimer 
Forensics work performed by ISS should be considered a precursory examination and analysis. It should 
be used to make decisions about escalating a case to a higher authority or third-party forensics 
examiner. 

Process Overview 
The forensic process has four phases that occur after a request is made and has been approved: 
collection, examination, analysis, and then reporting. Pre-case activities occur during the creation of a 
case when a customer requests an investigation and the investigation is approved. The collection phase 
is where data related to the investigation request is identified, collected, and inventoried. Examination 
uses forensic tools to interpret data. The analysis phase is where the results of examination are used to 
find answers to the questions that were asked in the request for investigation. Reporting is where 
results and methodology are described and then delivered to the requestor. Finally, in the post case 
phase the case is reviewed and suggestions for changes to policy, procedure, or tools based on lessons 
learned during the case will be recorded and considered.  

Pre-Case 

1. Request submitted and received
a. Identify reason for case

2. Approval of investigation
3. Case folder is created

Collection 

4. Appropriate sources of information for the case are identified
5. Chain of custody document is created if needed
6. Sources are acquired

a. Physical
b. Digital

Examination 7. Searching for evidence
Analysis 8. Answer questions based on data found
Reporting 9. Write report



Post Case 10. Case Review
11. Lessons Learned

Documentation 
During the entire investigation process a detailed log of all actions taken will be created in a way that 
would allow for another investigator to repeat all the actions and produce the same results. The 
importance of detailed documentation cannot be stressed enough. 

Pre-Case 
Investigation Request Process 

1) Request submitted to Security Services by HR, Faculty Relations, or Internal Audit
a. All requests must be submitted via the web form on Security Services web page.

2) ISS verifies request has approval from the appropriate areas which must include two of the
following parties:

i. Washington State agency,
ii. Law enforcement*,

iii. Human Resources or Faculty Relations,
iv. Internal Audit, as well as
v. Vice President of a division.

*Note: Request from law enforcement must be accompanied by a warrant and do not require a
second form of approval.

3) Request is reviewed by and approved or denied by CISO

Collection and Handling 
Before acquiring any evidence, the investigator should identify all the places information could be 
gathered from to provide answers to the questions presented in the investigation request.  

All physical evidence will be collected by individuals who have been properly trained in evidence 
handling. Digital evidence will be collected by those with proper access to the relevant data and their 
methods for acquiring the data will be documented and provided to the investigator.   

Evidence collection for a case involving an employee of the university, will be coordinated with HR to 
have a HR Representative present during the collection of evidence.   

Evidence collection for a case involving a Faculty member, will be coordinated with the Provosts office 
to have a repetitive present during the collection of evidence.  

Chain of Custody 
The chain of custody will be completed for all cases involving physical evidence. The chain of custody 
shall be updated each time physical evidence moves between persons, is removed from storage, and/or 
replaced. 

Device Collection  
Devices will only be collected by individuals who have signed the Information Services NDA and who 
have also gone through proper evidence handling training or are collecting evidence under the 
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supervision of an individual trained to collect evidence. All evidence collection must follow the same 
process and all evidence shall be treated as if the case could be a forensic examination. 

Email Collection 
In cooperation with the enterprise operation team, all relevant emails should be exported and saved to 
the case file. Documentation of who exported the emails, how they did it, and who they were 
transferred to, as well as when and how they were transferred, and be documented to maintain 
integrity of the evidence.  

Storage and Inventory 
Storage  
All evidence will be stored in a secure location to ensure the integrity is not compromised. The preferred 
storage location is the digital forensics lab.  

Inventory 
A detailed log of all evidence shall be maintained. A quarterly inventory will be conducted to ensure all 
inventory is properly accounted for. 

Examination 
Pre-Examination Questions 
The following questions should be considered before conducting any examination: 

What questions need to be answered? 

Is it possible to find answers to those questions?  

Where can those answers be found? 

Was data acquired from all relevant sources to answer those questions? 

Methodology 

Analysis 
Analysis should be performed on copies of data and not the original source of the data. 

Reporting 
All forensic cases and investigation shall be concluded with a detailed report of finding using the 
template (See Appendix A). 

All reports will be reviewed by the Lead Investigator and the Chief Information Security Officer or 
Information Security Manager before being presented to the requestor. 

Guidelines  
When writing a report, the investigator should only present facts that can be proven with data. If the 
data does not provide definitive proof, then it should not be included in report except for the 
investigator’s notes. 
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Investigator’s Notes 
Investigator’s notes may include assumptions the investigator can make based upon the data present 
but cannot be definitively proven given the data found during analysis. 

Recommendations  
If appropriate, the investigator may include recommendations to improve policy, procedure, or technical 
controls.  

Equipment and Maintenance 
Forensics Lab 
Tools 
Tools will be maintained and inventoried by forensics staff on a quarterly basis. 

Hardware 
Hardware will be acquired and installed with the clean source principle in mind. Hardware will be 
maintained and inventoried by forensics staff on a quarterly basis.  

Software 
Software will be acquired and installed with the clean source principle in mind. All software will be 
maintained and updated by forensic staff. Software will be inventoried on a quarterly basis.  

Misc. 
Potentially Criminal Activity 
If at any point during a forensic investigation potential evidence of criminal activity is found it is the 
responsibility of the lead investigator, Information Security Manager, or Chief Information Security 
Officer to report this to law enforcement. 
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Appendix A – Report Template 
Investigation Description 

Requestor 

Date 

Investigator 
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Executive Summary 

Request 

Examination 

Analysis 

Investigator’s Notes 
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Prepared By: 

Name:  _____ _______________________ 

Title:  ____ __ _______________________ 

Signature:  __________________________ 

Date:  _________ 

Executive Recipient: 

Name:  ____________________________ 

Title:  _____________________________ 

Signature:  __________________________ 

Date:  _________ 

Attachments: 
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Appendix B – Chain of Custody 

Information Services 
IT Security Services 

Bouillon 202 
400 E. University Way 
Ellensburg, WA. 98926

Chain of Custody Document 

Ticket Number: Case Number: 

Location from Where Obtained: Date/Time Obtained: 

Incident Number: Evidence Number: 

Reason Obtained: 

Item #: Quantity: Description of Articles: 
Model: 

Device Tag/Serial number: 

Chain of Custody: 
Item #: Date: Released By: Received By: Reason: 

Name: Signature: 

Signature: 

Location: Property Number: 
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Property and Chain of Custody Document (continued) 

Case Number: 

Item #: Date: Released By: Received By: Reason: 
Signature: Signature: 

Title: Title: 

Signature: Signature: 

Title: Title: 

Signature: Signature: 

Title: Title: 

Signature: Signature: 

Title: Title: 

Signature: Signature: 

Title: Title: 

Signature: Signature: 

Title: Title: 

FINAL RELEASE AUTHORITY: 

Item(s) on this document pertaining to the investigation involving

(is/are) no longer required as evidence and may be disposed of as indicated below: 

(Printed Name/Title) (Signature) (Date) 

FINAL DISPOSAL ACTION: 

Released to Owner or Other (Name/Address): 

Destroyed by (Describe): 

Other (Explain): 
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