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Grounding Concepts:  
Keys to the Kingdom 

If you ever become confused when doing data communications, it is often helpful to 
remember the following grounding concepts: 
 

1. Reference Model – identifies where each system or protocol fits within a 
protocol stack. It is therefore a roadmap for data communications itself. 

2. Networks are Systems within Systems (within Systems …) 
3. Networking implications of intermediate systems and encryption differ 

significantly depending upon which layer of the reference model the 
interconnection occurs within 

4. Scalability is achieved by abstraction and aggregation 
5. Networking reflects a struggle between the technocrat and the geek 
6. Industries either have a Safety or a Security orientation 

 
Note: These concepts will be more fully explained during this and subsequent lectures. This 
presentation introduces these foundational concepts now to provide an organizing structure to 
orchestrate your subsequent learning of this course’s material.  
 
Please don’t be alarmed if you don’t understand all of these concepts today. Rather, “hang loose” and 
learn as much as you can, returning to this slide as your knowledge grows.  2 



Elements within Data Communications  

Three Elements: 

1. hosts = end systems = 
devices  

• running network apps 
 
 
 

2. communication links 
• fiber, copper, radio, satellite 
• transmission rate: bandwidth 
 
 

3. Intermediate systems = 
network interconnections 
• routers and switches 
• forward packets (chunks 

of data) 
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Modified from:  Computer Networking:  
A Top Down Approach; 6th edition; 
Jim Kurose, Keith Ross 
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Introductory Background Terms (1 of 2) 

ISP = Internet Service Provider 



• Topology Hierarchy  
– Increasing aggregations of 

networked elements 
• The network interfaces of devices can be 

grouped into subnetworks (e.g., LANs) 

• Subnetworks can be optionally grouped 

into areas 
• Areas/subnetworks grouped into an 

autonomous system (AS) = network 

– Defines the administrative 
boundaries of a networked 
deployment 

» Establishes policies for 
routing, addressing, Quality of 
Service, security, management 

– Two types of routing 

1. intra-domain -- within an AS 

2. inter-domain -- between 
ASes 

• Autonomous systems can be grouped 

into an internet (network of networks) 

What’s the Internet: “nuts and bolts” view 

mobile network 
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home  
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4 

Introductory Background Terms (2 of 2) 

ISP = Internet Service Provider 



What’s a protocol? 

human protocols: 
• “what’s the time?” 

• “I have a question” 

• introductions 
 

… specific msgs sent 

… specific actions taken 
when msgs received, or 
other events 

network protocols: 
• machines rather than 

humans 

• all communication activity 
in Internet governed by 
protocols 

protocols define format, order 

of msgs sent and received 

among network entities, 

and actions taken on msg 

transmission, receipt  

Modified from:  Computer Networking: A Top 
Down Approach; 6th edition; 
Jim Kurose, Keith Ross 

Context within a language and culture 

Context within either a de facto or de jure standard 
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Protocols, Services, Reference Model, 
and Protocol Stack 

• Protocols  
• Define the format and order of messages sent and received among 

networked entities 

• Originally protocols were complex, trying to handle every aspect 
of communications by themselves (i.e., “do everything”) 
• This approach didn’t scale and wasn’t maintainable 
• Modern protocols do specific tasks 
• Protocols therefore are orchestrated with other protocols to be able 

to cumulatively together “do everything” 

• Reference Model 
• Logical system that reduces complexity by defining layers of services, 

each one built upon the one below it  

• Each layer therefore identifies services (primitives, operations) that 
that layer provides to the layer above it 

• Protocols implement service definitions 

• Protocol Stack 
• Identifies the specific protocols at each layer being used within a 

specific communication instance 
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Why layering? 

dealing with complex systems: 
• explicit structure allows identification, 

relationship of complex system’s pieces 
– layered reference model for discussion 

• modularization eases maintenance, updating 
of system 
– change of implementation of layer’s service 

transparent to rest of system 
– e.g., change in gate procedure doesn’t affect rest 

of system 

• layering considered harmful? 
Copied from:  Computer Networking: A Top 
Down Approach; 6th edition; 
Jim Kurose, Keith Ross 7 



OSI Reference Model 

• A principled, international standard, seven 
layer model to connect different systems 

– Provides functions needed by users 

– Converts different representations 

– Manages task dialogs 

– Provides end-to-end delivery 

– Sends packets over multiple links 

– Sends frames of information 

– Sends bits as signals 
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Internet Reference Model 

• A four layer model derived from 
experimentation; omits some OSI layers and 
uses the IP as the network layer. 

IP is the 
“narrow waist” 
of the Internet 

Protocols are shown in their respective layers 
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Internet protocol stack 

• application: supporting network 
applications 
– FTP, SMTP, HTTP 

• transport: process-to-process 
data transfer 
– TCP, UDP 

• network: routing of datagrams 
from source to destination 
– IP, routing protocols 

• link: data transfer between 
neighboring  network elements 
– Ethernet, 802.11 (WiFi), PPP 

• physical: bits “on the wire” 
 

application 

 

transport 

 

network 

 

link 

 

physical 

Copied from:  Computer Networking: A Top 
Down Approach; 6th edition; 
Jim Kurose, Keith Ross 10 Note: Link = Data Link 

Not formally part of the Internet 
protocol stack but is logically present 



Model Differences 

• presentation: allow applications 
to interpret meaning of data, 
e.g., encryption, compression, 
machine-specific conventions 

• session: synchronization, 
checkpointing, recovery of data 
exchange 

• Internet stack “missing” these 
layers! 
– these services, if needed, must be 

implemented in application 
– needed? 

application 
 

presentation 
 

session 
 

transport 
 

network 
 

link 
 

physical 

Copied from:  Computer Networking: A Top 
Down Approach; 6th edition; 
Jim Kurose, Keith Ross 11 



More About Protocols 

Machine A Machine B 
Protocols have a  
pre-established, 

standard 
syntax and semantics 
enabling cooperation 

for each protocol 

However, different implementations may implement the standards slightly differently;  
Therefore: 

Jon Postel:  “Be conservative in what you send and liberal in what you accept.” 

Application 
Transport 
Network 
Data Link 

Application 
Transport 
Network 
Data Link 

FSM – 
FSM – 
FSM – 
FSM -- 

-- FSM 
-- FSM  
-- FSM  
-- FSM 

FSM = Finite State Machine 
Not specified by the standards 
but are logically present in  
Implementations. 

FSM = Finite State Machine 

Each protocol occurs at a specific layer 
• Application Layer Protocol Examples: DNS, HTTP, FTP, SNMP, SMTP, RTP, SIP 
• Transport Layer Protocol Examples:  TCP, UDP 
• Network Layer Protocol Examples:  ICMP, IPv4, IPv6 
• Data Link Layer Protocol Examples: IEEE 802.3, IEEE 802.11, IEEE 802.16 



Protocol Layers (1) 

• Protocol layering is the main structuring method 
used to divide up network functionality. 

 
• Each protocol instance talks 

virtually to its peer  
• Each layer communicates only 

by using the layer one below  
• Data from higher layers is 

opaque (not visible) to that layer  
• Lower layer services are 
accessed by an interface 

• At bottom, messages are carried 
by the physical medium 
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Relationship of Services to Protocols 

Recap: 

– A layer provides a service to the layer located 
one layer above [vertical] 

– A layer talks to its peer using a protocol   
 [horizontal] 

CN5E by Tanenbaum & Wetherall, © Pearson Education-Prentice Hall 
and D. Wetherall, 2011 

to layer K + 1 



Protocol Layers (2) 
• Each lower layer adds its own header (with control information) to the 

message to transmit and removes it on receive 

 

 

 

 

 

 
 

• Layers may also split and join packet data from the higher levels. 
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Question:  Is this a Problem? 
• In the early 1990s, Hewlett Packard’s (HP) Ethernet 

TCP/IP product used a protocol stack shown on the left. 
All of the other vendors that had an Ethernet TCP/IP 
product used a protocol stack that copied Digital 
Equipment Corporation’s (DEC) implementation, which 
is shown on the right. Is this a problem for 
interoperability between HP and non-HP equipment? 
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Question: Is this a Problem? 

• Within the OSI protocols during the 1980s and 1990s, 
the United States defined the default protocol stack 
shown on the left while Europe defined the default 
protocol stack shown on the right. Is this a problem for 
interoperability between the USA and Europe? 
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2) Networks are Systems within Systems (within Systems …) 
• Much underlying complexity is powerfully hidden and orchestrated by leveraging the 

Reference Model concept to create the Network Topology Hierarchy (see slide 4 above) 
– A subnetwork may be (see next slide) 

• simple (e.g., one or more local area networks (LAN; e.g., IEEE 802.3))  
• Leverage underlying systems that logically operate as data link or physical connections in 

that implementation 
– the telephone network  
– an embedded network such as a Virtual Private Networks (VPN; e.g., ISP, SITA) using MPLS or 

other protocols 
– An overlay network (e.g., IPsec in tunnel mode; IPv6 over IPv4) built over an underlying network 

or internet  

– Autonomous System (AS) – Administrative Boundaries of a network 
– Note: Textbook’s description of “network” and “internet” confusing in Section 1.2 and also in pages 424-426 because it 

didn’t define the concept of AS until Section 5.5.4 (i.e., page 432); AS = network; internet = network of networks 

• Corporate/Organizational policies define the AS’ routing, addressing, quality of service 
(QoS), security, and management 

• Routing (protocol) systems also define an AS (intra-domain, inter-domain) 
• Can be arbitrarily massive (e.g., Boeing’s network has a presence in every country of the world with an airport)  
• Can be complex 

– E.g., Boeing’s 3 level Intra-domain Routing (IDR) system 
– E.g., Fused networks from corporate mergers and acquisitions 

• Can include diverse protocol systems linked by gateways 
– An internet (network of networks) 

• “Internet” capitalized refers to the worldwide public Internet that uses IPv4 and/or IPv6 
protocols 

• Many other internets exist behind an “air gap” (i.e., no connection to the Internet) for 
privacy or security reasons 

• Recursion Supported (e.g., RFC 6139) 18 



Five Subnetwork Examples 
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3) Networking implications of intermediate systems 
and encryption differ significantly depending upon 

the layer at which the interconnection occurs 

Modified from CN5E by Tanenbaum & Wetherall, © Pearson Education-Prentice Hall and D. Wetherall, 2011 

• Terminology for intermediate systems 

– Intermediate systems have different names and 
distinct functions at different Layers: 

End-to-End Orientation 

Hop-by-hop orientation 

Responds to issues within Physics 

Handles protocol incompatibilities 



Interconnections: Switches, Bridges 
and Routers 
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Textbook: Switch = Bridge and operates at the Data Link Layer  
Instructor: Bridge is at Data Link Layer, Switch is at Physical Layer (e.g., telephony) 

Bridge 
links 
LANs 

together 
to form a larger 

LAN 
(e.g., shared  
broadcasts) 

Router 
links 

Subnetworks 
(e.g., LANs) 

and/or  
Networks 
together 

Logical: 
Physical layer  
not part of the 
IP protocol 
stack 

Slide assembled from CN5E by Tanenbaum & Wetherall, © Pearson 
Education-Prentice Hall and D. Wetherall, 2011 

Routers operate 
at the Network  

Layer 
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Taken from:  Computer Networking: A Top 
Down Approach; 6th edition; 
Jim Kurose, Keith Ross 
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3) Networking implications of intermediate systems 
differ significantly depending upon the layer of the  
Reference Model where the interconnection occurs 
 Repeater – Extends the distance of an analog Link; occurs at Physical Layer and handles 

                signal attenuation issues; signal is cleaned up, amplified and sent on another cable 
Switch – term has terminology confusion; my usage refers to telephony switching 
Bridge – LAN extension; occurs at Data Link Layer and handles Link issues (e.g., broadcast) 
Routers – Links together networks and internets; occurs at Network Layer 
Gateway – Links incompatible systems together (e.g., NAT); often has state machine issues 
Take away for today:  This is a Big topic to be discussed throughout the course 
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Similarly, the impact of encryption upon networks varies significantly depending upon  
the layer(s) of the model where the encryption occurs. (To be discussed in a later lecture.) 23 

Subnetwork 1 Subnetwork 2 Subnetwork 3 Subnetwork 4 

Packet transition along path from Red H to Blue H showing data link addresses of the data link headers: 

G R G R G R G G H data data data data data 

data link destination address network layer destination address 



4) Scalability is achieved by abstraction and aggregation 

• Abstraction 
– Reference Model 

• Layers offer services to next higher level shielding other layers from the details of 
how those services are implemented. 

–  Systems of systems and recursion 
– Other examples of abstraction: Information hiding, abstract data types, data 

encapsulation, object-oriented programming 

• Aggregation 
– Topology Hierarchy: Network interfaces, Subnetworks, Areas, Autonomous 

System (network), internet (network of networks) 
– IP addresses are locators (not identifiers) that identify the specific location 

of that network interface within the routing topology (network map) 
• Differs from other protocol families: network addr are locators (not addresses) for 

NICs (not devices/computers); different network addr for each NIC on a computer 
• Classless Inter-domain routing (CIDR; RFC 4632) 
• IP addresses identify a network location of a network interface, therefore address 

changes when the network topological location changes (e.g., mobile IP) 
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5) Sociology:  Networking reflects the struggle between the 
Technocrat and the Geek 
• Technocrat 

1. International Organization for Standardization (ISO): http://www.iso.org/iso/home.html  

• Participants formally represent their country to create international standards 
• Standards on scads of things (e.g., elevators) – most are not relevant to networking 
• Network-relevant subset: 

– Open Systems Interconnect (OSI) Protocols and Reference Model 
– Motion Picture Experts Group (MPEG) 

2. International Telecommunications Union (ITU): http://www.itu.int/en/Pages/default.aspx  

• Part of the United Nations (UN) 
• Comprised of the world’s telephone companies  
• Formerly known as CCITT 

• Important Professional Organization 
• Institute of Electrical and Electronics Engineers (IEEE):  http://www.ieee.org/index.html  

• Defines Data Link Standards (the IEEE 802.x series of protocols) 
• Gratuitous Plug:  Outstanding Security and Privacy Conference and technical community 

• Geek 
• Internet Engineering Task Force (IETF): https://www.ietf.org/  

• See Network Geeks – How they Built the Internet by Brian E Carpenter, 2013, Springer publishers,  
161 Pages 

• IETF homepage:  “The mission of the IETF is to make the Internet work better by producing high 
quality, relevant technical documents that influence the way people design, use, and manage the 
Internet.” 

• David Clark: “We reject kings, presidents, and voting. We believe in rough consensus and running 
code.” 

• Technocrat protocols tend to be massive, complex, and filled with intellectual 
property; Geek protocols try to be as simple as possible with no intellectual 
property constraints 
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Technocrat Versus Geek 
This struggle most clearly manifests itself in two areas of contention: 

1. Connection-oriented versus Connectionless Protocols 
– Telephone system is designed such that a call can only occur if all of the resources needed to 

support that call are dedicated for the duration of that call end-to-end  
• Has an explicit call setup step requirement at which point the call either fails (e.g., busy signal) or is set up  

• Provides connection-oriented services to the user such that all information is reliably transmitted in its proper order 

– Connectionless networks are modeled after the Snail-Mail system 
• Information conveyed in packets forwarded on a “best effort” basis  

• Internet (TCP/IP) was explicitly designed to resiliently function even if nodes in the data path fail (e.g., during war) 

• Local Area Networks (LANs) natively use connectionless protocols 

– Telco’s dominated European networking at least through the 1990s;  Europeans built their 
networks using connection-oriented approaches 
• European corporations and Internet natively use connection-oriented telephony protocols such as X.25 links 

• End-to-end Connections usually/often occur at Data Link Layer or below (e.g., telephone network) making the 
network and transport layer protocols basically stubs (i.e., their services are actually performed at a lower layer) 

– Connectionless orientation dominates within the USA 
• Applications requiring connections use the TCP (connection oriented) Transport Layer protocol 

• Applications not requiring connections use the UDP (connectionless) Transport Layer protocol 

– The unreconciled struggle between European Connection-oriented and American connectionless 
protocols and orientation is a primary reason why the government-mandated OSI Protocols failed 
• OSI was required by governments in Europe, Canada, and the USA and also by industry groups (e.g., Aviation) 

2. Who should control the Internet? 
– Should the Internet be controlled by a formal International Central Governing body or left under 

the care of specialized service bureaus (e.g., IANA, ICANN), many of which originally were funded 
by the US Government, coupled with voluntary conformance to the technical guidelines of geeks? 



6) Industries Either Have a Safety or a 
Security Orientation 

 Laws that govern the operations of various industries tend to 
either be safety-oriented or else security-oriented. This difference 
effects how these industries implement their networks. 
 

Safety-oriented industries: 
• Cyber-physical systems (e.g., sensors, actuators) 
• Oriented around protection of human life and the environment 
• Sample Industries:   Manufacturing, Transportation, Power 

– Well-known Technology example:  Supervisory Control and Data Acquisition 
(SCADA) 

• Key Network Concerns:  Latency, Integrity, Availability 
 

Security-oriented industries:  
• Traditional computer systems 
• Oriented around Information 
• Sample Industries:  Information Technology (IT), Government, Military 
• Key Network Concerns:  Confidentiality, Integrity, Availability (CIA) 
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Note Well 

• Metcalfe’s Law – First day’s homework assignment (see “Investment 
Advisory Vol 17 Issue 12 __ Understanding Internet Wealth” pages 1 – 11 
only) 

• In our Textbook: 

– Why OSI failed – Pages 51-53 

– Why theoretical network work is inaccurate – Page 288 top paragraph 

– Why Ethernet was successful and its competitors failed – Pages 298-299 
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